Log analysis report

On July 6" a system administrator noticed unusual alerts during routine server
maintenance: high CPU usage on an administrative server, unusual login patterns in
authentication logs, and alerts from the intrusion detection system. An analysis was
requested in order to draw conclusions from the prove that was delivered from the different
security systems, where a lot of concerning actions and results were deduced, it can be
say that the system was access by external people (hackers) that gain a privilege user
permissions in order to modify, copy, or delete different data or movements realized by the
same hackers to hide their track, by analyzing the time that each malicious action
happened, the hacker was in the system for a long time, getting an approximately amount
of 4 hours inside the system with access to everything. The high CPU usage can be
explained because the system was receiving a lot of attempts to log in (807 exactly) and
most of those attempts where between 2pm and 4pm. The hacker that gained access was
making a lot of requests to the server as an administrative user, modifying users and files

The intrusion detection system receive three different level two (medium) severity alerts:
Potentially bad traffic, the hacker try to use a malicious script that the IDS/IPS detected
and registered, attempt information leak, the hacker tried to do requests about information
with a unknow user, and device retrieving external IP, the hacker wanted to recognize the
system and mapping it

e Auth.log: Is the file records login attempts and user management activities, the file
recorded a total off 807 failed login attempts form different users, focusing on the
users with the most access to the system. The difference of time between each
request gives signal that the hacker was trying a brute force attack in order to gain
credentials. The timeline of the actions where between the 00:05 and 17:05 but the
most attempts to log in was from 14:05to 17:05.

o Alerts.log: It logs monitor network traffic and flag suspicious activities based on
known patterns or anomalies. From this file we got very important information that
tells us what suspicious activities happens in the system because of some patterns,
we found twenty-five level two severity alerts, there when some that alert the same,
but most of the alerts where form the same IP which makes it more suspicious.

e Audit.log: It provides detailed records of specific monitored activities like file access
or changes, system calls, command execution and other ones. The file gave some
actions about removing and copying a large number of files, 630 of remove and 298
of copy to be exact, which means clearly that there was a hacker in the system that
affected and compromised important data.



The attack was inside the network because of the IP of the attacker as 192.168.10.15,
which means it was an internal network access

Before the brute force happen, there was already a user ‘attacker’ with privileges created
that John had to erase around 12:22:54, this is associated with the local IP address used for
the attack, meaning that the hacker already has scan and analyze the whole network and
infrastructure.

The hacker started a brute force attack at 14:28:40 and try to compromise different
accounts like root, user, guest, info, pi, oracle, and others in a very short amount of time

The first account compromised was the ‘admin’ account at 15:04:22, this account was
found with weak credentials

The system dropped 858 connections for 46 minutes, indicating that the brute force attack
used automatized tool and was way bigger than we thought at 15:16:41

When the hacker got to compromise different accounts, is clearly shown in the logs that
some credentials were stolen by the access to the user ‘admin’ giving full control over the
system from 15:04:22 to 15:21:00

The hacker knew the system’s users and passwords because we can see in the evidence
that it got access to each user of the system

Stephanie user was created and escalated to root via sudo, by the user ‘admin’ that was
compromised, at 15:25:07 from the ‘admin’ account

Some logs and movements were detected in the financial folder from the user Admin,
which indicates that the data from the financial folder was compromised

The hacker deleted admin’s user from Stephanie user, at 16:16:49

The attacker first used and automated script to check credentials and gain access to
different users, we know this because the same IP address (192.168.10.15) spend all the
timeline making changes and trying making attempts by guessing different passwords and
usernames. At the same time the hacker was scanning the mysql port (3306), we know this
thanks to the alerts log that specifies the hour and the IP that did it, after the scan he
started to scan the ssh in order to get some connection to the server remotely, then, thanks
to filtering with SYSCALL in the Linux command lines, the hacker was removing data using
the “rm” command to erase evidence and modifying permissions of some files which
means that there is data that was compromised, when all the malicious activity was
finished, the hacker clean up by removing some privilege access to different users.



Evidence

A user called ‘attacker’ was erased before the brute force attack:

—5 2024-07-06T12:22:53.996837-07:00 xubuntu sudo:

sbin/userdel

2024-07-06T12:
2024-07-06T12:
2024-07-06T12:
2024-07-06T12:
2024-07-06T12:
2024-07-06T12:
2024-07-06T12:

2024-07-06T

@ euid=0 tty=ssh ruser= rhost=192.168.10.
.557608-0
2024-07-06T A

2024-07-06T

id=@0 tty=ssh ruser=

2024-07-06T

145,
145,

.025359-07:
.028070-07:
.028109-07:
.028134-07:
.028159-07:
.028187-07:
.028220-07:

140.576601-07:00 xubuntu sshd[11208]: pam_unix(sshd:auth): authentication failure; logname=

145435-07:
rhost=192.
674946-07:
961544-07:
rhost=192.

.626659-0
.777221-07:

= rhost=192.

.172421-0
.915384-0

.718383-0
.347138-07:

rhost=192.

rhost=192.

.485052-07:
.730195-07:

= rhost=192.

.907133-07:

administrator

ansible
azureuser
bob
ec2-user
ftp
guest
info
mysql
oracle
pi
puppet
test
user
vagrant

ssh2

100 xubuntu
100 xubuntu

xubuntu userdel[10903]:
userdel[10903]:
userdel[10903]:
userdel[10903]:
userdel[10903]:
userdel[10903]:
userdel[10903]:

xubuntu
xubuntu
xubuntu
xubuntu
xubuntu
xubuntu

15 user=root
sshd[11208]:
sshd[11210]:
user=root
sshd[11210]:
sshd[11212]:
user=root
sshd[11212]:
sshd[11214]:
user=root
sshd[11214]:
sshd[11216]:
user=root
sshd[11216]:
sshd[11218]:
user=root
sshd[11218]:
sshd[11220]:
user=root
sshd[11220]:

@ xubuntu
00 xubuntu
168.10.15
00 xubuntu
00 xubuntu
168.10.15

@ xubuntu
00 xubuntu
168.10.15

@ xubuntu
00 xubuntu
168.10.15

168.10.15
00 xubuntu
00 xubuntu
168.10.15
00 xubuntu

john : TTY=pts/0 ;
delete user
delete

delete

removed group

delete
delete

Failed password for
pam_unix(sshd:auth):

Failed password for

pam_unix(sshd:auth):

Failed password for

pam_unix(sshd:auth):

Failed password for

pam_unix(sshd:auth):

Failed password for

pam_unix(sshd:auth):

Failed password for

pam_unix(sshd:auth):

Failed password for

2024-07-06T15:04:22.483135-07:00 xubuntu sshd[12743]:

removed shadow group

PWD=/home/john ; USER=root ; COMMAND=/usr/

from
from

group ‘sudo’
group ‘users’
owned by
owned by
shadow group ‘sudo’
shadow group ‘users’

from
from

uid=

root from 192.168.10.15 port 52304 ssh2
authentication failure; logname= uid=0

root from 192.168.10.15 port 38908 ssh2
authentication failure; logname= uid=0

root from 192.168.10.15 port 38912 ssh2
authentication failure; logname= uid=0

root from 192.168.10.15 port 38924 ssh2
authentication failure; logname= uid=0

root from 192.168.10.15 port 38936 ssh2
authentication failure; logname= uid=0

root from 192.168.10.15 port 41870 ssh2
authentication failure; logname= uid=0

root from 192.168.10.15 port 41872 ssh2

for admin from 192.168.10.15 port 44662




Connections dropped a clear example of a brute force attack happening:

~/Downloads

auth.log 858 connections /dev/pts/0
2024-07-06T15:16:41.194312 100 xubuntu sshd[853]: exited MaxStartups throttling after 00:46:53,
dropped

Access to other users, gaining full access over the system:

2024-07-06T15:04:22.483135-07: Xubuntu sshd[12743]: admin from 192.168.10.15 po
rt 44662 ssh2
2024-07-06T15:17:07.654110-07: xubuntu sshd[13169]: john from 192.168.10.15 por
t 55584 ssh2
2024-07-06T15:18:03.389633-07: Xubuntu sshd[13242]: kathy from 192.168.10.15 po
rt 41132 ssh2
2024-07-06T15:18:32.891798-07: xubuntu sshd[13367]: bill from 192.168.10.15 por
t 52238 ssh2
2024-07-06T15:19:07.021652-07: xubuntu sshd[13548]: bill from 192.168.10.15 por
t 50362 ssh2
2024-07-06T15:19:40.855042-07: xubuntu sshd[13657]: kathy from 192.168.10.15 po
rt 56804 ssh2
2024-07-06T15:20:25.154525-07: xubuntu sshd[13768]: james from 192.168.10.15 po
rt 47186 ssh2
2024-07-06T15:21:00.132075-07: Xubuntu sshd[13881]: hank from 192.168.10.15 por
t 34388 ssh2

626 cwd="/home”
28 cwd="/home/admin”
306 cwd="/home/admin/financial”

Create and grant privileges to Stephanies user from the admin user:

roldanroot@kaliroot: ~

Session Actions Edit View Help

2024-07-06T .321648-07:00 xubuntu sudo: admin : TTY=pts/3 ; PW
D=/home/admin ; USER=root ; COMMAND=/usr/sbin/adduser stephanie
2024-07-06T .322124-07:00 xubuntu sudo: pam_unix(sudo:session): sessi
on opened for user root(uid=0) by admin(uid=1003)
2024-07-06T .374715-07:00 xubuntu groupadd[14318]: group added to /et
c/group: name=stephanie, GID=1013
2024-07-06T .378478-07:00 xubuntu groupadd[14318]: group added to /et
c/gshadow: name=stephanie
2024-07-06T .379253-07:00 xubuntu groupadd[14318]: new group: name=st
ephanie, GID=1013
2024-07-06T .396637-07:00 xubuntu useradd[14325]: new user: name=step
hanie, UID=1013, GID=1013, home=/home/stephanie, shell=/bin/bash, from=/dev/
pts/4




Deleted user admin from everything:

roldanroot@kaliroot: ~

Session Actions Edit View Help

2024-07-06T .679503-07:00 xubuntu userdel[15148]: delete user 'ad

min

2024-07-06T .679614-07:00 xubuntu userdel[15148]: delete 'admin® from
group 'sudo’

2024-07-06T .679650-07:00 xubuntu userdel[15148]: delete 'admin®' from
group 'users’

2024-07-06T .680024-07:00 xubuntu userdel[15148]: removed group 'admi

n' owned by ‘admin’

2024-07-06T .680109-07:00 xubuntu userdel[15148]: removed shadow grou

p 'admin’ owned by 'admin’

2024-07-06T .680138-07:00 xubuntu userdel[15148]: delete "admin®' from
shadow group ‘sudo’

2024-07-06T .680175-07:00 xubuntu userdel[15148]: delete 'admin®' from
shadow group ‘users’




